Pecnybnmka Kpbim
["naBa MyHUUMNasIbHOro 06pasoBaHnA -
npeacefartesis EBNaTopmMncKoro ropofcKoro coseta

NOCTAHOBJIEHUE

O6 onpegeneHnn yrpo3 6e3onacHoOCTU
NepPCOHa/IbHbIX AaHHbIX, aKTyaslbHble
npv 0bpaboTke nepcoHasIbHbIX
AaHHbIX B NH(OPMaLMOHHbIX
cucTemMax nepcoHasibHbIX [AaHHbIX B
EBnaTopmiicKOM ropofcKoM COBETE
Pecnybnuku Kpbim

C uenbto o0b6ecneyeHUss eAMHOrO MOAXOAa K OMpeAeneHMo yrpo3 6e3onacHoCTY
MepCOHaNbHBIX AaHHbIX, aKTya/lbHbIX NPy 06paboTKe NepCoOHaIbHbIX AaHHbIX B MHPOPMALMOHHbIX
cUcTeMax MePCOHa/IbHbIX AaHHbIX, B COOTBETCTBUM CO CTaTbeid 19 deaepanbHOro 3akoHa OT
27.07.2006 Ne 152-d3 «O nepcoHa/bHbIX AaHHbIX», defepasibHbIM 3akKoHOM 0T 27.07.2006 Ne
149-d3 «O6 MHpopmauun, MHHOPMALNOHHBIX TEXHOIOMMAX W 0 3awuTe MH(opMaLumy», YKazom
Mpe3ngeHTa Poccuitickoin ®egepaumm o1 22.05.2015 Ne 260 «O HeKOTOpbIX BOMpocax
MH(opMaLMOHHOW 6e30nacHoCTM Poccuilckoin ®efepaummn», MocTaHoBeHEM [paBuTenbCTBa
Poccuitckoin depepauum ot 01.11.2012 Ne 1119 «O6 yTBep)XAeHUWM TPebOBaHWIA K 3aliuTe
MepCOHaNbHbIX AaHHbIX MNpY UX 06paboTke B WH(OPMALMOHHBLIX CUCTEMAX MNePCOHaIbHbLIX
[aHHbIX», ~BO WCMONHeHWe nopyyeHus [nasbl Pecny6nmkn  Kpbim  oT  13.07.2017r.
Ne 1/01-32/3891,-

NMOCTAHOBNIAIO:

1 Onpegenvtb yrposbl 6e30MacHOCTN MePCOHa/IbHBLIX [AaHHbIX, aKTyaslbHble
npn 06paboTKe NepcoOHabHbIX AaHHbIX B MH(OPMaLMOHHbLIX CUCTEMAaX MePCOHasIbHbIX AaHHbIX B
EBnaTopuiickoM ropoackomM cosete Pecny6imkn KpbIM, COracCHO MPUAOXKEHWUIO K HAacTOALLEMY
MOCTaHOB/IEHUNIO.

2. Hacrtosuee nocTtaHOB/eHWe BCTyMaeT B CWIy CO [HA ero oduumasibHoro
ony6/mKoBaHus  (0OHapOAOBaHMS) W NOANIEXUT  pasMELLeHN0 Ha  ouuMaIbHOM — CaiiTe
MpaButensctBa Pecnyonukn Kpbim - http://rk.gov.ru B pasgene: MyHMumMnanbHble 06pa3oBaHms,
nogpasgen — EBnatopus, a Takke Ha O(UUMaIbHOM CcaiiTe MyHUUMNaNbHOro 06pa3oBaHus
ropogckoin okpyr Esnatopusi Pecny6numku Kpbim - http://myevp.ru B pasgene - [LOKYMEHTHI,
nogpasgen - NMoctaHoBeHUs [NaBbl MyHULMNABHOTO 06pa30BaHus.

3. KOHTpO/b 3a UCMOSIHEHMEM HACTOALLEro MOCTaHOB/IEHWS BO3/IOXKUTL Ha 3aMEeCTUTENS
npefcenatens EBnaTopuiicKoro ropofackoro coseta Pecny6nimku Kpbim KytHeea C.A.

MMpeacenatens
EBNaTopuiicKOro ropoAckKoro coseta O.B. XapuUToHEHKO


http://rk.gov.ru
http://myevp.ru

MpunoXeHne K NOCTaHOB/IEHMIO
npeacesatens EBnatopuitckoro
ropofckoro coseta Pecny6nvku Kpbim
ot «OC » 20/AT. Ne 3<P

Yrpo3bl 6e30MacHOCTUN NepCcoHasIbHbIX AaHHbIX, aKTyaslbHble Npu 06paboTke
NepcoHasIbHbIX AaHHbIX B MHOPMAaLMOHHbIX CUCTeMaxX NepcoHasibHbIX
[NaHHbIX B EBMNaTOPUICKOM ropoAckom coBeTe Pecny6/imku Kpbim
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1 O6wwue NONoXeHUs

Yrpo3bl 6e30MacHOCTN  MePCOHANIbHbIX  AaHHbIX, aKTya/lbHble MNpu
06paboTke MepPCOHaNIbHbIX fAaHHbIX B MHMOPMALMOHHLIX CUCTEMax
MepCoHa/IbHbIX  AaHHbIX  EBMATOpWMIACKOro  ropoAckoro  coseTa
Pecny6nvkn Kpbim  (ganee - AKTya/lbHble Yrposbl 6e30MnacHOCTU
NCIAH) pa3paboTaHbl B COOTBETCTBUM CO CTaTbeil 19 deaepasibHOro
3akoHa ot 27 nond 2006 roga Ne 152-®3 «O nepcoHa/IbHbIX JaHHbIX».

AKTyanbHble yrposbl 6e3onacHoctv WCIIOH cogepxaT nepeyeHb
aKTya/lbHbIX Yrpo3 6e30MnacHOCTM MePCOHANIbHbIX AaHHbIX NPU KX
06paboTke B MH(OPMALMOHHbIX CUCTEMAX MepPCOHaIbHLIX AaHHbIX
(panee - NCIMAH) EBNaTopuincKoro ropoAckoro coeeta Pecny6nmku
Kpbim (fanee - ropofAckoii CoBeT).

Mpn  paspaboTke AKTya/bHbIX Yyrpo3  6esonacHoctn  WCIAH
MCMO/b30BaHbl METOANYECKME JOKYMEHTBI, MOAENN Yrpo3 6e30MnacHOCTU
MepCOHa/IbHbIX [aHHbIX, YTBEPXAeHHble PefepasibHOM CNy>60M Mo
TEXHUYECKOMY W 3KCMOPTHOMY KOHTponto Poccuiickoin Pepepaumn
(nanee - ®CT3K Poccum) n depepansHoOM cnyxo60M 6e30MacHOCTU
Poccuiickor depepaumn (ganee - ®Cb Poccun).

Yrpo3bl 6e30nacHOCTV MepCOHa/IbHbIX AaHHbIX, 06pabaTbiBaeMbIX B
NCIMAH, npvBefeHHble B AKTyaslbHbIX yrpo3ax 6esonacHoctn VCTIAA,
nognexar agantayum B XoAe pa3paboTKM 4YaCTHbIX MOAeNein yrpos
6e30MacHOCTM MepCoOHa/IbHBIX AaHHbIX.

Mpy pa3paboTKe YaCTHbIX MOAenel yrpo3 6e30nacHOCTM NepcoOHasIbHbIX
AaHHbIX NpOBOAUTCA aHanu3 CTPYKTYPHO-(DYHKUMNOHATbHBIX
XapaKTepucTuUK  KOHKpeTHo WCIMOH ¥ NpUMEHsieMbIX B Hel
NH(OPMALMOHHbBIX TEXHO/IOTMiI, 0COBEHHOCTEN ee (PYHKLMOHMPOBaHMS.
B uvacTHoO mopgenn yrpos 6€30MaCHOCTV MepcoHanbHbIX AaHHbIX
yKa3bIBatoOTCH:

- onucaHue VCIH v ee CTPYKTYPHO-(PYHKLUMOHA/IbHBIX XapaKTePUCTUK;
- onucaHue yrpo3 6e30MacHOCTV MEPCOHANIbHbIX [aHHbIX C Y4YETOM
COBOKYIMHOCTM NPEAMONOKEHNA O BO3MOXHOCTAX, KOTOpble MOryT
MCMo/b30BaThCA MPU CO3L4aHWM CrocoboB, MOArOTOBKE W MPOBEAEHUU
arak;

- OMnucaHve BO3MOXHbIX YA3BUMOCTEN WH(OPMAaLMOHHOW CUCTEMBI,
CMoco60B peanu3aumm yrpo3 6e30nacHoCTN MHGopMaLMy 1 NoCneAcTBUIA
OT HapyLLUeHNs CBOMCTB 6e30MacHOCTN MHDopMaLUK,



17.

1.8.

19.

1.10.

1.11.

Tunosas hopma YaCTHOW Mofenn yrpo3 6e30MmacHOCTM MepPCOHasbHbIX
AaHHbIX pa3pabaTbiBaeTcsi ¢ y4eTOM TpeboBaHmin Mprkasa PeaepaibHOM
CNY>X6bl MO TEXHWYECKOMY W 3KCMOPTHOMY KOHTpont Poccum ot 18
(eBpang 2013 roga No 21 «O6 yTBep>kaeHUn CocTaBa M COAepXKaHus
OpraHn3aLnoHHbIX U TEXHUYECKUX Mep Mo 0becrneyeHuto 6e30nacHOCTU
MEePCOHA/IbHBIX AaHHbIX MNpU KX 06paboTke B WMHHOPMALMOHHBLIX
CUCTeMax MepPCOoHa/IbHbIX faHHbIX» U lMpukasa PefepasibHON CyXObl
6e3onacHocTn Poccum ot 10 nons 2014 roga Ne 378 «O6 yTBepXxaeHUN
CocTtaBa W cogepXaHusi OpraHu3aumMoOHHBLIX U TEXHUYECKUX Mep Mo
obecneyeHnto 6e30MacHOCTM NepCoHasbHbIX AaHHbLIX MpY UX 06paboTKe
B WH(OPMAUMOHHBLIX  CUCTEMAX  MEPCOHaIbHbIX  AaHHbIX  C
MCMO/b30BaHNEM CPEACTB KPUMNTOrpauyeckon 3alnTbl MHGopMaLmu,
HeoOXOAUMbIX NS BbINO/HEHMS YCTAHOB/EHHbIX [1paBUTENLCTBOM
Poccuiickon defepaupy TpeboBaHWIA K 3alUmTe NepcoHasbHbIX AaHHbIX
AN KKAOr0 M3 YPOBHEN 3awmileHHocTu» (panee - [Mpukas PCb
Poccun).

AKTyanbHble  yrpo3bl  6e30MacHOCTV  MepPCOHA/IbHbLIX  AaHHbIX,
obpabatbiBaembix B VCIMAH, cogepxallmecs B AKTyalbHbIX Yrposax
6esonacHoct  WCIMOH, YTOYHAKOTCA M [AOMNOMHAKOTCA MO Mepe
BbISIB/IEHNSI HOBbIX WMCTOYHWKOB Yrpo3, pasBUTUS CMOCOO0B M CPeACcTB
peanu3aunm yrpo3 6e30nacHOCTM MepcoHa/bHbIX AaHHbIX B WVCIIOA.
YKa3aHHble M3MeHeHUa cornacosbiBaloTca ¢ PCTIK Poccum n ®Chb
Poccun B yCTaHOB/IEHHOM MOPAAKE.

VH(opMaLUnOHHbIe CUCTEMbl MePCOHa/IbHLIX AaHHLIX B TOPOLCKOM
COBETE UMEIT CXOAHYIO CTPYKTYPY, OLHOTUMHbLI, XapaKTepusyoTcsa Tem,
4YTO B KayecTBe  OOBEKTOB  WMH(OpMaTU3auMM  BbICTYMawoT
pacnpefeneHHble NHPOPMaLMOHHbIE CUCTEMbI, UMEIOLLIME NMOAKNHOYEHME
K eJVNIHOMy LieHTpy 06paboTKM fAHHbIX, Takxe yewn? K
obLero nonb3oBaHMa U (MaK)  CeTAM  MeXAYyHapOo4HOro
NH(OPMaLMOHHOIO 06MeHa.

BBog nepcoHasibHbIX AaHHbIX B CIAH v BbiBOA, AaHHbIX 13 CIMOH
OCYLLECTB/IAKOTCA C WUCMO/Mb30BAHNMEM OYMaXHbIX W 3/1EKTPOHHbIX
HocuTenein wuHopmaumm. B KayecTBe 3/MEKTPOHHBLIX  HOCUTESEN
MHOpMaUMM  UCMOJMb3YHOTCA  YUTEHHble  CbeMHble  HOCUTENU
NH(OPMaLMN 1N KOMMNAKT-AUCKM.

[MepcoHasibHblE  AaHHble  CYOBEKTOB  MEPCOHa/lbHbIX  AaHHbIX
obpabarbIBaloTCs:

- B Uensx ob6ecrneyeHus [eATeNbHOCTU [1aBbl  MYHULUMNAIbHOIO
06pa3oBaHNA 1 CTPYKTYPHbIX NOAPa3feNieHnin ropofCcKoro CoBeTa;

- B Uenax obecrneyeHMs KafpoBoi paboTbl, B TOM 4YWC/E B LENSX
COAENCTBMS  MYHMUMMAbHLIM  CAYXalWMM B MPOXOXKAEHUN
MYHUUMNANbHON  CNMYXObl, BbINOMHEHUM PaboTbl, B 00y4YeHUM U
[O/MKHOCTHOM pocTe, obecreveHns NMYHOM 6e30MacHOCTU CyXXalliyx K
U/IEHOB WX CeMmei, obecrevyeHUs COXPaHHOCTU MNPUHAZIeXAWero um
MMYyLLECTBA W WMYLLECTBA rOPOACKOr0 COBeTa, Y4eTa pesy/bTaToB
MCNOMHEHNA UMW [O/MHKHOCTHbIX  06f3aHHOCTEN,  0becneyeHUs
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YCTaHOB/IEHHbIX 3aKOHOAATENIbCTBOM Poccuiickon defepauun ycnoBui
OCYLLECTB/IEHUA CMY)XXKeOHON [eATeNlbHOCTU W Tpyfa, rapaHTuin wu
KOMMeHcauuii;

- B Uensx (hopMUpOBaHMS Ka[pOBOro pesepBa Ha MYyHWULMNAIbHON
cny>x6e, NPOTUBOAENCTBUSA KOPPYNLUuK;

- B LENAX peamsaumy npouemsyp No NPeAcTaBNeHVO TpaxaaH K
HarpaxaeHuio;

- B Lenax npviema, 06paboTku 1 pacnpegeneHms nocTynuBLLUNX B afpec
(naBbl MyHULMNAILHOrO 06pa30BaHWs, PYKOBOAUTENEN CTPYKTYPHbIX
nogpasfeneHnii JOKYMEHTOB, 06palleHWid rpaXkaaH WM opraHusauui, a
TaKXXe perncTpauumn 1 oTrnpaBkKn NCXOAALLEA KOPPECNOHAEHUNN;

- B LUeNsAX BeleHNs BHYTPEHHEN CNY>XXe6HON NepenmcKu;

-B LieN19X (POPMMPOBAHNA BHYTPEHHMX AOKYMEHTOB, PernaMeHTUPYOLLMX
[eaTeNbHOCTb FOPOACKOrO COBETa;

- B L|eNax MOoAroTOBKN U NPOBEAEHWS MEPOMPUATUIA C yHacTMeM WK Mo
nopy4eHnto  naBbl  MyHUUMMASIbLHOTO  00pa3oBaHMs, MOATOTOBKM
npecc-penin3oB 0 AesTeNbHOCTU FOPOACKOro COBeTa, B3aUMOENCTBMSA CO
CTOPOHHMMIN CMW.

MHhopMaLMOHHbIA 06MEH M0 CETAM CBS3M 06LLEro Nonb30BaHUA U (1K)
CETAM MeXAyHapOoLHOro MH(opMaLMOHHOIro 06MeHa OCYLLECTB/ISETCA C
MCNOMb30BaHNEM CEPTUPULMPOBaHHbLIX CPeACTB  KPUMTOrpagnyecKoit
3awnThbl nHpopmauun (ganee - CK3WM).

KoHTponumpyemoit 30Ho VICTTAH ABAAOTCA aAMUHUCTPATUBHbIE 34aHNS
M oTheNbHble noMeweHns. B npegenax KOHTPOSMPYEMOM  30HbI
HaxogaTcsa paboyve mecTa Mnosib3oBaTeseid, CepBepbl CUCTEMbI, CETEBOE U
TeneKoMMyHuKalmoHHoe o6opyaosaHue VICIMAH. BHe KOHTponnpyemMon
30Hbl HaxXOJATCA JIMHUWN Mepefayun LaHHbIX M TeeKOMMYHUKaLMOHHOe
060opyaoBaHue, UCNoNb3yeMoe A1t NHPOPMaLMOHHOrO 06MeHa No CeTsm
CBA3NM 06Wero nonb3oBaHus U (WKM)  CETAM  MeXAyHapoAHOro
NH(OPMALMOHHOIO 0OMeHa.

B agMMHUCTPaTUBHBLIX 3[aHWUAX HEKOHTPONMPYEMOe MepeMeLleHme
(BbIHOC 3a Npefenbl 34aHUA) KOMMbIOTEPOB M OPrTEXHUKMN 3arpeLleHo.
[MomeLLeHNA 060pyA0BaHbI 3anMpatoLLUMIUCS ABEPAMU.

2. Yrpo3bl 6e30NacHOCTN UH(OPMALMOHHBIX CUCTEM
NMepCcoHaNIbHbIX AaHHbIX

YuutblBad 0OCOOGEHHOCTM 00pabOTKM  MepPCOHalbHbIX  [aHHbIX B
rOpofICKOM COBETe, a TakkKe KaTeroputo n obbem obpabaTbiBaeMbiX B
NCIMAOH nepcoHasibHbIX  AaHHbIX, OCHOBHbIMM  XapakKTepUCTUKaMu
6e30MacHOCTM  ABMSKOTCA  KOH(PMAEHUMAIbHOCTb,  LeIOCTHOCTL U
[OCTYNHOCTb.

KoH(maeHunanbHocTh - 0bs3aTesibHoe Ans cobntofeHns onepaTopom
WX WHbIM MOMYYMBLUMM [JOCTYN K MEPCOHa/IbHbIM [aHHbIM JIULIOM
TpeboBaHMe He JOMyCKaTb UX pacnpocTpaHeHne 6e3 cornacua cybbekra
MePCOHaIbHbIX AaHHbIX VAN HAIMYNA MHOFO 3aKOHHOIO OCHOBaHUS.
LlenocTHOCTb - COCTOSHMe  3alWLLEeHHOCTH NH(hopmMaumm,
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XapakTepu3yemoe  CrMoCOOHOCTbO  aBTOMAaTuM3MpOBaHHOW  CUCTEMbI
obecneymBatb COXPaHHOCTb W HEU3MEHHOCTb WMH(OpMaLMK  Mpw
MOMbITKaX HeCaHKLUMOHMPOBaHHbIX BO3AECTBUIA Ha Hee B npoLecce
06paboTKN NN XpaHeHWs.

[OCTYNHOCTL - COCTOSIHWE WHMOPMAaLWW, MPU KOTOPOM CYObeKTbI,
MMetoLLMe npasa JOCTyrna, MOTryT peasin3oBatb 1X 6eCNpPensaTCTBEHHO.
o4 akTyasibHbIMK yrpo3amMu 6e30MacHOCTU MePCOHAIbHbIX AaHHbIX
MOHWMAETCA COBOKYMHOCTb YC/IOBMA M (PaKTOPOB,  CO34atOLLUX
aKTya/lbHyt0  OMacHOCTb  HeCaHKLUMOHMPOBAHHOIO, B TOM  4ucrie
C/ly4aiiHoOro, AocTyna K MepCcoHa/IbHbIM [JaHHbIM Mpu 1UX 06paboTke B
NH(OPMALMOHHOM  CUCTEMe, pPe3yNbTaTOM KOTOPOro MOryT CTaTb
YHUUYTOXEHME, N3MeHeHwe, BNOKMpOBaHue, KOMMpOoBaHue,
npegocTas/ieHne, pacrnpocTpaHeHWe MNepCcoHasbHbIX AaHHbIX, a Takxke
MHble HENpPaBOMEpPHbIe AeNCTBUS.

Ansa NCIAH ropoAcKkoro coseTa akTyaslbHbl Yrpo3bl 6e30MacHOCTY
TPeTbero Tmna.

Ncxopa u3 coctaBa 0bpabatbiBaeMbIX MEPCOHaIbHBIX AaHHbIX W Tuna
aKTyaJlbHbIX Yrpo3, orpeaenseTcs, 4to and obecrneyeHns 6e30MnacHOCTY
MepcoHasbHbIX AaHHbIX B VICTH ropoAcKoro coseta HeoOXOAMMO
obecrneyeHme YeTBepTOro YPOBHA  3aLUMLLEHHOCTM  MEPCOHASIbHbIX
AaHHbIX (Y3 4).

OcHOBHOI Uenbto npumeHennss B MICIMAH ropogckoro coseta CK3UM
ABMIAETCA 3allMTa MEepPCOHaNbHbLIX [daHHbIX, B TOM u4ucie npu
NH(OpMaLMOHHOM 06MeHe Mo CETAM CBA3M 06LLEr0 NOb30BaHNA U (UNK)
CeTAM MeXAyHapoAHOro MH(OopMaLMoHHOro obMeHa.

Ob6bekTamy 3aWwmThl ABIAKOTCS:

- NepcoHasibHble gaHHble (MAH);

- cpeAcTBa KpunTorpaguyeckoi 3awmntbl nHGopmauumn (CK3N);

- cpefa yHKumoHuposaHna CK3W (panee - CO);

MHopMaums,  OTHOCALWLAACH K KpUnTorpauyeckoim  3awyre

MEPCOHANIbHbIX  [JaHHbIX, BKIKOYad  K/IKOYEBYHD, Mapo/ibHyl U
ayTeHTUpMUMpYoLLY0 nHdopmaumo CK3W;
- [JOKYMeHTbl, [ena, >YpPHa/ibl, KapTOTeKW, W3LaHWUsA, TeXHU4YecKme
AOKYMEHTbI, BUAEO-, KMHO- U (hoToMaTepuasibl, paboume martepuasbl U
T.M., B KOTOPbIX OTpaXKeHa 3awmiiaeMass MHpopmaums, OTHOCALLAACA K
WH(OPMALMOHHBLIM ~ CUCTEMAM  MEPCOHA/IbHbIX  JaHHbIX U UX
KpunTorpaguyeckoin 3awmTe, BKIOYas AoKyMeHTaumo Ha CK3W u Ha
TEXHUYECKUNE N NPOrpamMMHble KOMMNOHEHTbI C;

HOCUTENM  3allMaeMo  WHGopMauunW,  UCMOoMb3yeMble B
NH(OPMAaLMOHHOM CUCTEME B MPOLECCE KPUMTOrpauyecKoin 3awnThbl
MepPCOHa/IbHbIX  AaHHbIX, HOCUTENM  K/IKOYEBOW,  MapofibHOM U
ayTeHTUMLMpytoLwen nHgopmaumm CK3M 1 nopsgok focTyna K HAM;
-UCNOMb3yeMble NHHNOPMALMOHHON CUCTEMOM KaHasbl (IMHWUM) CBSA3M,
BK/1t0Yast KabeslbHble CUCTEMbI;

- TOMeLLEHNSA, B KOTOPbIX HaxOAATCA pPecypcbl MH(OPMAaLMOHHOM
CUCTEMbI, WMEIOLMe OTHOLUEHWE K KPUMTOrpauyeckon 3awmre



2.10. OCHOBHbIMK BUAaMmM yrpo3 6e30nacHoOCTM NepcoHasbHbIM fgaHHbIM B CTOH
ABNAKOTCH:
- YIpo3bl YTeUKM MHOPMALIMM NO TEXHUYECKUM KaHanam;
- YIPO3bl YTEUKM aKyCTUYECKOIN MH(opMaLnK;
- YIpo3bl YTeUKM BULOBON MH(OpMaLIMU;
- Yrpo3bl YTeUkr MHpopmaumm no kaHanam NMN3IMUH;
- YIp0o3bl HECAHKLMOHNPOBAHHOIO AOCTYNa K MH(opmaumu;
- YIPOo3bl YHUUTOXEHUS, XMLLEHNA annapaTHbIX cpeacts NCIMAH HocuTenen
NH(opMaumn nyTem m3nyeckoro goctyna K sanemeHtam VICIOH;
- Kpaxka MN3BM;
- Kpaka HOCUTesIei MH(opMaLmm;
- KpaXka K/r4ern n aTpubyToB J0CTyna;
- Kpaka, MOANMDMKaLMS, YHUUTOXEHNE NH(OPMaLMUK;
- BbIBOZ U3 CcTpoAa Y3508 NM3BM, KaHanoB cBA3Y,
- HECAHKLMOHNPOBaHHOE OTK/HOYEHNE CPEACTB 3aLmnThI;
- YIpOo3bl XULLEHWUSA, HECAHKLMOHMPOBAHHON MoAUgUKaLMA Uk 6/10KMPOBaHMS
NH(OopMaLMM 3a CYeT HeCaHKUMOHMPOBaHHOro pgoctyna (ganee - HCL) c
NMPUMEHEHNEM MPOrpamMmMHO-annapaTHbIX WU NPOrpamMMHbIX CpefcTB (B TOM
yuncsie NpPorpaMmmMHo-MaTemMaTUyecKnuX BO3AeNCTBUN);
- [IeACTBUA BPeLOHOCHbIX NMporpamMmM (BMpYycoB);

NCMOMb30BaHME He  [eKNapupoBaHHbIX  BO3MOXHOCTEN  CUCTEMHOIO
nporpammHoro obecriedeHns (ganee - TO) wn O pgna  06paboTKM
MepPCOHaIbHbIX JaHHbIX;

- ycTaHoBKa MO, He CBA3aHHOIO C UCMOMIHEHUEM CNY)XXeOHbIX 0653aHHOCTEN;
- Yrpo3sbl HernpefHamMepeHHbIX [EeACTBMI MOMb30BaTeNed W HapyLUeHWi
6esonacHocTM  yHKUMOHMpoBaHMa  WCIMOH ¥ CUACTEMbl  3alUMUTbI
nepcoHanbHbIX faHHbIX (ganee - C3MAH) B ee cocTaBe u3-3a COOeB B
nporpaMMHOM 06ecrieyeHnn, a TakkKe OT Yrpo3 He aHTPOMoreHHoro (c6oes
annapatypbl K3-3a HEHafeXHOCTM 3/1eMEHTOB, COOEB 3M1EKTPONUTAHUA) W
CTUXWUIAHOIO XapakTtepa (YAapoB MOSHWUIA, N0XKapoB, HAaBOAHEHWA 1 T.1.);
- yTpara Kno4ei n aTpubyToB 4OCTYNa;

HenpeaHaMepeHHasa  MoAaugukaums  (YHUUTOXeHWe)  MHgopMaumm
COTPYAHUKaMU;
- HenpeAHaMepeHHOe OTK/IKOYEHNE CPEACTB 3alnThI;
- BbIXO[, M3 CTPOS anmnapaTHo-NporpaMMHbIX CPeACTB;
- cOOW CUCTEMbI 3/IEKTPOCHAOXEHNS;
- CTUXUIHOEe GeaCTBUE,;
- Yrpo3bl NpeAHaMepPeHHbIX AeNCTBUIA BHYTPEHHMX HapYLLUMTENeN;
- BOCTYN K MH(opMaLmmn, MOSUPUKaLMS, YHUUTOXKEHNE MH(OPMaLMKX IMLaMU,
He AONYLLEHHbIMU K ee 06paboTke;
- pasrnawleHvie UHQopMauuu, ee  MOSUPUKAUMA WA YHUYTOXEHME
COTPYAHMKaMK, AONYLLEHHbIMU K ee 06paboTKe;
- YIp0o3bl HeCaHKLMOHNPOBAHHOI O 4OCTYMNa Mo CeTU U KaHanaM CBA3N;
- yrpo3sa "AHannM3 ceTeBoro Tpagmka" ¢ nepexsatom nepegasaemon us NCIriau
N MPUHMMAEMOIA U3 BHELLUHWNX CeTeil MHopMaLmu,;
- Nepexsar 3a npegenamm KOHTPONMPYEMOIA 30HbI;
- NepexsaT B Npefenax KOHTPOIMPYEMO 30Hbl BHELLUHUMUW HapyLUMTENAMU;



- MepexBsar B npefesniax KOHTPOIMPYEMO 30HbI BHYTPEHHUMIW HapYLLUNMTENAMU;
- Yrpo3bl CKaHMPOBAHWA, Hamnpas/ieHHble Ha BbISIB/IEHWE TuNa WIX TUMOB
MCNOMb3yeMbIX OMePaLVOHHBLIX CUCTEM, CETEBbIX alPecoB PabouMx CTaHUMN
NCIAH, TONoNOrMmM CETH, OTKPBITBIX MOPTOB M CNY>KO, OTKPbITLIX COEAUHEHNI
nap.; 5
- Yrpo3bl BbIsIB/IEHWA Naposien Nno ceTu;
- YIPO3bl HaBA3bIBAHWA JIOXKHOIO MapLUpyTa CeTu;
- Yrpo3bl NOAMEHbI JOBEPEHHOI0 06bEKTA B CETY;
- YIp0o3bl BHEAPEHMS NIOXXHOI0 06bekTa Kak B ICIH, Tak 1 BO BHELLHUX CETAX;
- yrpo3bl TMNa "OTKa3 B 06CNyXMBaHUMN",
- YIpo3bl YAa/IeHHOr0 3amnycKa MpUnoXeHNi;
- Yrpo3bl BHeAPEHWA MO CeTU BPeLOHOCHbIX Nporpamm;
- YIrpo3bl HeCaHKLUMOHMPOBAHHOIO A0CTYyMna Nnpu UCMOo/b30BaHUM TEXHOMOMUi
BUPTYan3auuu;
- yrposa HapyLleHusi npoLeaypbl ayTEHTU(MMKALUN CYObEKTOB BUPTYasIbHOIO
NH(OPMaLMOHHOIO B3aMO/ENCTBIS;
- HapylleHve paboToCNOCOOHOCTU MH(OPMALMOHHBLIX CUCTEM, MOCTPOEHHbIX
Ha OCHOBe TEXHOMOrMK BUPTyasmM3auun, 3a CYET HeCaHKLMOHMPOBAHHOTIO
[OCTYyMa K CpefcTBaM BUPTYyann3aumy,
- aTaKa Ha BMPTYa/ibHble KaHa/lbl Mepeaayn faHHbIX;
- HECaHKUMOHMPOBAaHHbIA JOCTYN K 06pa3aM BUPTYa/lbHbIX MalluH;
- HapyLlUeHne un30MALMN NMOMb30BATENIbCKUX [aHHbIX BHYTPU BUPTYaSIbHbIX
MaLLWH;
- aTaka Ha rmnepsu30p C BUPTYasIbHOW MaLLWHBI;
- aTaka Ha rmnepem3op 13 n3NYecKom CeTu;
- aTaka Ha 3allyLiaeMble BUPTYasibHble MaLUVHbI U3 PU3NYECKON CeTu;
- HEKOHTPO/IMPYEMbI POCT Ymca BUPTYa/IbHbIX MALLVH;
- aTaka Ha CeTb pennnKaumy BUPTYasibHbIX MaLUVH;
- MepexBart ynpas/eHs B Cpeae BUPTyannsauuu;
- BbIXOJ, NpoLiecca 3a npegesnbl BUPTYasbHON cpefpl.

2.11. Tlpwn onpefeneHnn akTyasbHbIX Yrpo3 6e30MacHOCTN MePCOHa/bHbIX AaHHbIX
MCMO/b3YHOTCA CNefyHoLLMe MOMOXEHNA:
- e[MHbIA MOAX0A K CO34aHunt0, PasBUTMIO (MOAEpPHM3aLMM) N 3KCMyaTaumm
NH(OPMALMOHHbIX CUCTEM FOPOACKOro COBETa, OCHOBAHHbIN Ha COrnacoBaHUM
TEXHO/IOMNA  06paboTKN  UHopMaum ¢  MUHUCTEPCTBOM  BHYTPEHHEN
NOIMTUKN, MHopMaumn 1 cBssm Pecnyonmnkn Kpbim;
- peasim3aumsa  efMHOro Mopsiika COrliacoBaHUA TEXHUYECKUX 3afaHuii U
TEXHUYECKMX MPOEKTOB Ha CO34aHNe MH(OPMALMOHHBIX CUCTEM M BXOAALLMX B
MX  CcOCTaB  CUCTEM  3aWuTbl  WHMOPMAUMW  C  WUCMONb30BaHUEM
HeKpunTorpagmyecknx CpefcTs 3anTbl MHopmaunn (aanee - C3U) un (nnn) ¢
1CMOo/b30BaHNEM CPEACTB KPUMTOrpatmyeckom 3amTbl MHgpopmaummn (CK3N).

3. AKTyasbHble yrpo3bl 6e3onacHocTn NCIAH:

- IefACTBMSA BPeAOHOCHbIX NporpamMm (BUPYCOB);
- yTpaTa K/o4ei 1 aTpubyToB A0CTYNa;
- nepexsaT nepeaasaemoli M3 VICMAH 1M NPUHUMAEMO U3 BHELLHWUX CeTell



NHopMaLmn 3a npegenamm KOHTPONMPYEMOU 30HbI;

- [OCTYMN yepes3 CeTn MeXayHapoLHOro obMeHa;

- HECaHKLMOHMPOBaHHbI focTyn Yepe3 JIBC opraHusaumu;

- yTeyka aTpnbyToB [0CTYNa;

- Yrpo3bl CKaHWpPOBaHWA, Hanpas/fieHHble Ha BbIAB/NEHME TuMa WX TUMOB
MCNOMb3yeMbIX OMepPaLVOHHbLIX CUCTEM, CETEBbIX afpPecoB Paboumx CTaHLu
NCIMAH, TONoNOrnm ceTi, OTKPbITbIX MOPTOB U C/YXO0, OTKPbITLIX COeAVUHEHWIA
nap.; 5

- YIpo3bl BbISB/IEHNS Maposien Nno ceTu;

- YIpo3bl NOAMEHbI JOBEPEHHOI0 06bEKTA B CETY;

- Yrpo3bl BHEAPEHMUSA NIOXXHOI0 00beKTa Kak B ICIOH, Tak U BO BHELLHUX CETSX;
- yrpo3bl TMNa "OTKa3 B 06CNy>XMBaHUN";

- YIpo3bl YAIEHHOTO 3amnycKa NPUIoKeHNI;

- YrpOo3bl BHEeAPEHUS MO CeTU BPeAOHOCHLIX NPOorpamm;

- yrposa HapyLleHus npoueaypbl ayTeHTU(MKaLMN CyOBbEKTOB BUPTYa/IbHOIO
MH(OPMALMOHHOI O B3anMO/ENCTBIS;

- HapyleHue paboTocrnoco6HOCTM MHPOPMALMOHHbBIX CUCTEM, MOCTPOEHHbIX
Ha OCHOBE TEXHOMIOMUA BUPTyaiM3aumn, 3a CYeT HecaHKUMOHMPOBAHHOIO
[0CTYyna K CpefcTBaM BUPTYyam3auum;

- aTaka Ha BMPTya/lbHble KaHasbl nepejayn AaHHbIX;

- HECAHKLMOHNPOBaHHbI LOCTYMN K 06pa3aM BUPTYaslbHbIX MalLWH;

- HapyLleHVe u30MaUUN MOoJb30BaTeIbCKUX AaHHbIX BHYTPU BUPTYasbHbIX
MaLLIVH;

- aTaka Ha rmnepem3op ¢ BUPTYa/ibHON MaLLUHbI;

- aTaka Ha rmnepem3op 13 (PU3NYECKON CeTH;

- aTaka Ha 3allyaemble BUPTYaslbHble MalUVHbI U3 PU3NYECKOI CETU;

- HEKOHTPOMPYEMBI POCT YKC/a BUPTYaibHbIX MalUVH;

- aTaka Ha CeTb pennKaunn BUPTYaIbHbIX MaLUVH;

- MepexBaT YNpaB/eEHNA B CPeae BUPTyan3auun;

- BbIX0/, npouecca 3a npeAensl BUPTYasibHOW cpeabl.



